3rd Party Access via Azure B2B
Guide for Guest Users
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As an Aker Solutions partner you have been invited as a Guest User via Azure B2B invitation process to access
some information. This guide will detail how to log-on to the system.

The high level steps involved are:

e Request your Sponsor to apply for specific 3PA application (MIPS, TIME, CCS for example) access for you
o The Sponsor can use IT Self Service portal to request for access
o [tisimportant to ensure that the access is granted before you proceed further

e Navigate to the Remote Access page

e Enter the External partner’s portal

e Provide your own business Office 365 credentials to log in

e Configure Multi-Factor Authentication

o Accept 3PA Terms of Use

e Access the main landing page for 3PA applications

e Launch an application

Details of the above steps with screenshots are given below for your reference.

1. Redeem Invitation
An invitation email will be sent from invites@microsoft.com & you will have to click on the green “Get Started”
button to redeem the invitation. This needs to be done prior to attempting to login to 3rd Party Access.

2. Navigate to the Remote Access page
You can reach the company’s Remote Access page by navigating to the website and
clicking Remote Access Login in the bottom right hand corner of the web page.

Connect
Contact Us
Locations
Subscribe

Remote Access Login

Whistleblowing

fRink Ml >
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3. Enter the external partner’s portal
Once you are on the Remote Access Login page. Click on the Global Partner Access link under the External Parties
section.

External Parties

Customers, Vendors and Part

Global Partner Access

Customer Extranet Sites

mySubsea

4. Provide your own business Office 365 credentials to Log on

You will have to use your current business Office 365 subscription details for this registration and not the 3PA
credentials supplied by us.

You will now be presented with a login window similar to the below:

B Signintoyouraccount X +
O @~ £ loginmicrosoftonline.com;/26

tes here, select ¥= then #, and drag to the Favorites Bar folder. Or import from another browser.

") This site uses cookies for analytics, personalised content and ads. By continuing to browse this site, you agree to this use Learn more

IS AkerSolutions

Sign in

john.doe@cognizant.com

Can't access your acocount?

You will be taken to your Organization’s page to enter the credentials. These are the credentials that you use to
sign in to your own organization.
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signinto your account X 4~
X @ 8 1microsaftonline.com/2657

es here, select #= then ¥, and drag to the Favorites Bar folder. Or import from another browser.

) This site uses cookies for analytics, personalised content and ads. By continuing to browse this site, you agree to this use. Learn more

k= Akerso

Taking you to your
organisation'’s sign-in page

Please note that you may not see the below login page at all if you are already logged into your business Office
365 account.

In case you do see the below prompts, provide your email address or your domain credentials whichever is
applicable to sign in to your own Organization’s Office 365 or Azure AD tenant. The below login prompt may differ
based on your organization’s subscription and the browser that you are using.

Windows Security > Windows Security x

Microsoft Edge Microsoft Edge

Connecting to sts.cognizant.com. . 5
Connecting to sts.cognizant.com.

| C1s\239744 x |

‘ john.doe@cognizant.com ‘

| sssesBEReRRS |

9

90000000008

Domain: cts

Domain: cognizant.com
More choices

oK Cancel oK Cancel
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5. Configure Multi-Factor Authentication - MFA (one time)

With Azure AD B2B collaboration, organizations can enforce multi-factor authentication (MFA) policies for B2B
users. These policies can be enforced at the tenant, app, or individual user level, the same way that they are
enabled for full-time employees and members of the organization. MFA policies are enforced at the resource
organization.

The inviting tenancy is always responsible for MFA for users from the partner organization, even if the partner
organization has MFA capabilities.

The guest users right now have the option to choose the below options to configure MFA:

e Choose to be contacted by Microsoft over Mobile Phone
1. Receive SMS code
2. Receive a call from Microsoft
3. Receive Approve/Deny request in Microsoft Authenticator App installed in the phone

After successful authentication, you are now presented with the below screen. You will have to configure MFA
(Multi-Factor Authentication) now.

Click On “Next”.

More information required

Your organisation needs more information to keep
your account secure

Use a different account

Learn more

Select “Authentication Phone” from the drop down.

Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone
Office phone
Mobile app

Method ——

O Send me a code by text message

® Callme

Next

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.
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Select your country code from the drop-down list and input your mobile number. You can decide if you would like a
SMS text message or a phone call for MFA (Multi-Factor Authentication). Click Next.

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone W
Irorway (+47) VII123456?al d |
Method

O Send me a code by text message

® Callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply.

©2019 Microsoft  Legal Privacy

You will receive a phone call or a SMS message depending on the MFA (Multi-Factor Authentication) method
selected.

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We're calling your phone on|J N

* Answer it to continue.
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6. Accept 3PA Terms of Use
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You are required to expand, read, understand & accept the Terms of Use once a year before you can access any

resources as part of 3PA service.

Click on the Arrow.

@ https://account.activedirectory.windowsazure.com/TermsOfUse#/termsOfUse/canditional Access/consent/2

D -+

IS AkerSolutions

Aker Solutions terms of use

In order to access Aker Solutions resource, you must read the terms of use.
Terms of Use for 3rd party application access-Aker Solutions

Please click Accept to confirm that you have read and understood the terms of use.

Read the Terms of Use.

n @ httpsy//account.activedirectory.windowsazure.com/TermsOfUse#/termsOfUse/conditional Access/consent/2

B AkerSolutions

Aker Solutions terms of use

In order to access Aker Solutions resource, you must read the terms of use.

Terms of Use for 3rd party application access-Aker Solutions

@ Zoom out @ Zoom in £3 Reset zoom

I AkercSolutions

Partner Access

Terms of Use:

Access to this network and the information on it are lawfully available only for approved purposes by
employees of Aker Solutions and other users authorized by Aker Solutions. If you are not an
employee of Aker Solutions or an authorized user, do not attempt to log on. Other than where
prohibited by law and subject to legal requirements, Aker Solutions reserves the right to review any
information in any form on this network at any time. All connected users agree to adhere to the

Click Accept.

Please click Accept to confirm that you have read and understood the terms of use.
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7. Access the landing page for Aker Solutions Partner Access

After successful Multi-Factor verification, you will see the below home page for Aker Solutions Partner Access. The
Applications which you have access to will only be visible here. If you can see an application but are unable to
launch it due to some error, please reach out to service desk or to the Sponsor.

Please note that special application or database or project access may be required even if you see the application
icon on this page.

L Hen [=]=]
] '_Aker" utions ao Dhar Choudhury, Dibakar (C...
Fartrar Acces:
APPS
All Categories Q) Search All Apps
All Apps
UWGHOH Details ccs Details o . Details . " Details o Details
coabis coabis coabis
3PA-Avigilon CCTV Web 3PA-CCS 3PA-Coabis-BP WestofShetland 3P&-Coabis-Centrica Storage 3PA-Coabis-Chrysaor
Applications hosted in Europe Web Web
A .
Details F N Details Details Details Details
: PRBARC J
3PA-MIPS 3PA-PEM 3PA-ProArc DB to Europe 3PA-Safran 3PA-Siemens Desigo Insight
Applications hosted in Europe Applications hosted in Europe Applications hosted in Europe
i Details | II Details

3PA-Subsea Valvtrak 3PA-Time

8. Launch an Application

The Applications which you have access to will only be visible here. If you can see an application but are unable to
launch it due to some error, please reach out to service desk or to the Sponsor.

Please note that special application or database or project access may be required even if you see the application
icon on this page.

a. Launch CCS Web Application
Click on 3PA-CCS icon:

00S Details

3PA-CCS

Please be patient for the App to start:
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3PA-CCS -~ X
@

Starting...
| | |

@ More information

Check ‘Do not ask me again for this site’ and click on ‘Permit Use’

Citrix Receiver - Security Warning

An online application is attempting to access
information on a device attached to your
computer.

— Block access
Do not permit the application to use these devices,

— Permit use

Permit the application to use these devices,

I (] Do not ask me again for this site. I

Check ‘Do not ask me again for this site’ and click on ‘Permit all access’:

Citrix Receiver - Security Warning

An online application is attempting to access
files on your computer.

—> Block access
Do not permit the application to read or change your
files.

—> Allow reading only

The applicaticn cannet change files.

— Permit all access

[ Do not ask me again for this site,

Internal Cognizant Oil and Gas Consulting Services Norway AS
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A new browser window will open and take you directly to the CCS web application.

Note: You need to request for specific project access inside CCS. Please reach out to your sponsor or the project

manager to grant project specific access. The below screenshot shows that the guest user doesn’t have any
access to CCS application.

'I CCS - Wamning: Unauthorized Ac X °

c @ Not secure \ ccs.akersolutions.com/Error/Unauthorized

CCS

Welcome: Testson, Test!

Warning: Unauthorized Access

User 'KVAERNER-NO\dibakar.dharchoudhur' do not have general access to CCS. This is
ordered through the IT Services portal.

b. Launch Coabis Chrysaor Web Application

Click on 3PA-Coabis-Chrysaor icon:

mab's* Details

3PA-Coabis-Chrysaor

You will be directed to the Coabis Chrysaor application as below:

“$-coabis”

Select an Installation

Ofishors | Referrea to
EC Review
Review | Structures
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c. Launch the ProArc application

Click on the 3PA-ProArc DB to Europe icon to launch ProArc.

L ] .
Details

PrROARC
3PA-ProArc DB to Europe

Please be patient for the App to start.

.

Connecting...

This may take a few moments.

o Starting Set_ProArc_DB_to_-1 ...

If you get the following security warning message, select Open to allow for the SetProArcDatabase.vbs script to be
run.

Open File - Security Warning -

Do you want to open this file?

__j:s Narme: ..\ProArc\Configilogon\Scripts\SetProArcDatabasevbs
Publisher: Unknown Publisher

Type: WBScript Script File

Fram: ‘\hca-isi0l.no.enterdir.corm\ProArc\ConfigilogoniScri...

I Open I Cancel

W'hile files from the Internet can be useful, this file type can potentially
harrn your computer. If you do not trust the source, do not open this
software, What's the risk?

Login to ProArc in this 3PA solution is single-sign on so user will get logged directly into the application based on
the accesses set for the specific users.
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*Note. Regarding activity lists

Some users may have access to several activity lists where workflow activities are sent to. Use the dropdown list
(marked with green circle) in the activity list to view and select between the different lists. If the dropdown list is
“greyed out” user only have access to 1 activity list.

File Functions Options Help
| GE-TOGER HANSEN_C / H Blx<tdav o
\Workflow [ Type [ Orig. due [ Due [ Finished [ Description

Details | ocumenproties @ | worowtenplse | Comments (0)

Received Description on the activity:
Started by I
Planned finish

Finished by - ] .

Workdays Description on this workflow:

Type of act. |
Created by

lHeady 0 activities

d. Clipboard (Copy and Paste), Download & Upload Information.

After launch of application, locate icon with three short lines as shown highlited, select icon with three short lines
which provides options to download, upload and clipboard actions to upload, download and copy information on to
accessed session.

A = J EN English (United States) (7)Help - [ Iio)

@@\l ttpif/ces akersolutions.com/ 2 - e[ ces-projects -age1oF1 % ‘ | ok

Welcome: Godavarthi, Sridhar (Cognizant)!

Add to Favorites
Projects - Page 1 of 1

Q search Icon with Three Dotted Lines
Active Projects (1) Closed Projects Draft Projects

Project No Name ‘Organization Project Status

100409 Helges test Aker Solutions Contracting Active

First Prev Next Last

Export to Excel

EN English (United States) (?)Help 7
S 1) | httpsffecs akersolutions.com/

DO - ||l CCS-Projects - Page 10f1 %

Welcome: Godavarthi, Sridhar (Cognizant)!
Projects - Page 1 of 1
f A e

Clipboard
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i. Download
To download a file locally to your machine you will first need to save the file within the Citrix Session under “My
Documents”.

File > Save As > Browse > My Documents.

Next you will need to select Download icon as shown below to download documents onto your local PC.

00000 Ty
@@\I hitpi/fecs.akersolutions.com/ £~ | cos-Projects - Page o1 | ok 1
Download

This provides a privilege to select documents placed inside home drive or any mapped drive within the Citrix
Session.

EN English (United States)

(Z)Help

Welcome: Godavarthi, Sridhar (Cognizant)! Add to Favorites

Projects - Page 1 of 1

EM English (United States) (Z)Help 7

2 |1 httpissecs akersolutions.com/ £ - |1l cos-Projects -Pagetof1 x| |
Open
1 \ © » SridharGodavarthi_c o.. » Documents - c,\ [ Search Documnents £
Organize ~  Mew folder - @ @
~ [ Mame - Date modified Type

Welcome: Godavarthi, Sridhar (Cognizant)!

Projects - Page 1 of 1

Active Projects (1) Closed Projects “ Draft Projd

Project No.

100409

Export to Excel

q

Helges test

A 8 Sridhar.Godavarthi
b | Desktop
"l Documents
b g Downloads
b i Music
b =] Pictures
b @ Save To My Devil =
b E Videos
b &8 Tsdpp (O
b g Disconnected Ne
b g Discannected Ne
b Cs Discannected Me

v«

Mo iterns match your search,

File name:

vl [ Files ¢

v

>

Project Status

Active

First

Prev N

ii. Upload

To upload a file to the Citrix session, Select Upload icon as shown below to upload documents located in your local
PC.

EN English (United States) (2)Help -|a

@@\I g csakersolutions.com/

00c
B~ & |- ces- Projects - Page 1af1 x‘

b=

Welcome: Godavarthi, Sridhar (Cognizant)!

Projecis - Page 1 of 1

Upload

Add to Faveriles

This provides privilege to locate documents placed on your Local PC to be uploaded to the Citrix session under My
Documents or any mapped drives.
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iii. Clipboard (Copy and Paste)

To Copy text from your Local PC to the Citrix session you first need to copy the text from your Local PC. This can be
done by highlighting the text required and clicking “Ctrl+C” or Right Click > Copy.

Next select Icon similar to Notepad as shown below to enable copy and paste information in and out of the Citrix
session.

EN English (United States)

DHelp

o httpiccsakersolutions.cam/ P~ | | cCs-Projects- PageTof1 %

Welcome: Godavarthi, Sridhar (Cognizant)!

Projects - Page 1 of 1

After you select clipboard, a window pops-up as shown below allows placing text.

e EM English (United States) (7)Help 2 -

o

/3\?)‘, itpfesakersolutions.com/ P~ &1 cos-projects -Page1or1 |

E)
}-/I.

Welcome: Godavarthi, Sridhar (Cognizant)!

Clipbuard 7 Add to Favorites
Projects - Page 1 of 1 -
No text to copy. Copy text from the source document (Ctrl + C).
Q search
Active Projects (1) Closed Projects Draft Projects
Project No Name Project Status
100409 Helges test Active
First Prev Next Last

E— _

hitp://ccs.akersolutions.com/

Paste the text within the box and click on update. You can Paste via “Ctrl+V” or Right Click > Paste.

Welcome: Godavarthi, Sridhar (Cognizant)! Clipbuard ‘) x Add to Favorites
Projects - Page 1 of 1
lafasdasd

Q search
H fref Profets \—
Project No Name Project Status
100409 Helges test Active

First | Prev | Next = Last
Export to Excel
i

httpi// ccs.akersalutions.com/
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It places the copied text within the Box and notifies as “Copied to session Clipboard”

Clipboard ? X

afasdasdvdsf]

Now text is copied and can be placed in required fields within the Citrix Session.

Welceme: Godavarthi, Sridhar (Cognizant)!

Projects - Page 1 of 1

| adadadsad | Q Search

Active Projects (1) Closed Projects H Draft Projects 1
Project No Name Organization
100409 Helges test

Aker Solutions Contracting

To copy information from the Citrix session to local PC, highlight the text, which needs to be copied as shown and
selegt Clipboard. It is now available to be pasted onto your local pc.

Welcome: Godavarthi, Sridhar (Cognizant)!

Clipboard ? X
Projects - Page 1 of 1
adadadsad
‘ x ‘ Q search
==
Project No Name Proj
100409 Helges test

S— _

EN English (United Stat:
N1 hitpyfces.akersolutions.coms P~ || cCs-Projects- PageTof1 %

Welcome: Godavarthi, Sridhar (Cognizant)!
Projects - Page 1 of 1
|

Clipboard

[ R—
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9. Close an Application
It is not recommended you close the internet browser or browser tab when closing an application.

You should always log off the session by first clicking the icon with the three dotted lines.

a EN English (United States) (T)Help -
CCS - Projects - Page 1 of 1 ‘ ‘ {0 og £23

TN o~
( :)(O\“ hitps/fccs.akersolutions.com/ £ -l

Welcome: Godavarthi, Sridhar (Cognizant)!

Add to Favorites

Projects - Page 1 of 1

Q Search . .
Icon with Three Dotted Lines
Closed Projects || Drat Projects
Project No Name Organization Project Status
100409 Helges test Aker Selutions Contracting Active
First Prev Next Last
Export to Excel

Click the “...” button and Log off.

EMN English (United States)

(Z)Help

Preferences

Logging
About
3 PARALLEL REVIEW. Ctrl+Alt+Del
3 PaRaLLEL AKER AMD BF REWIEW. Disconnect
3 AKER & BP REVIEW.

Log Off

3 LLEL REWIEW Switch apps
DR PARALLEL REVIEW
3 PARALLEL REVIE W

10.Need Help?

If you require support, please contact your main Aker Solutions contact, who will contact the Service Desk where
needed.
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